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Abstract of the contribution: Proposes an update of solution 2 for IOPS in TR 23.798
Discussion:

In the last meeting in SA2#119 the solution #2 got update with 3 editors notes which are clarified in this contribution:
Editor's Note: What the HSS is going to do with the IOPS indicator needs to be described.

The HSS needs to be sure what kind of authentication vector to fetch for the UE. The IOPS network to which the UE wants to attach to, but is not configured for, then needs to be provisioned with the right keys. Because of the subscriber separation mechanism the L-HSS also needs to be identified with the L-HSS ID n so that on L-HSS and UE side the right HSS ID n is chosen to derive K_n. K_n is different for different L-HSSs but in this case derived in the HSS outside the IOPS network. When provisioning authentication from the HSS outside the IOPS network then this has to be taken care of.
Editor's Note: What is meant by "default subscription profile for IOPS" needs to be described.

The default subscription profile could be the same for all IOPS users and could have some default values for e.g. a default PDN subscription context with a default 'EPS subscribed QoS profile' and default APN-AMBR.
Editor's Note: Whether the authentication information provided to the L-MME is the same as that provided to MMEs of the macro network needs to be clarified.

The authentication vector from the HSS to the L-MME must be a little different in order to indicate the L-HSS ID n mapped to the bits of the Authentication Management Field (AMF) in a predefined way according to TS 33.401.
Proposal:

It is proposed capture the following changes in TR 23.798. 
Start of 1st Changes

6.2.2.2
Initial Attach procedure, UE not known in the IOPS network

The following diagram describes the information flow for the Initial Attach procedure for UEs not known in the IOPS network.
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Figure 6.2.2.2-1: High-level control plane architecture for IOPS network using the backhaul only for authentication of unknown UEs

As a precondition, the macro AS preconfigures the L-AS with the relevant information for the IOPS network. It may contain a list of users, UE identities, and group associations. Further the local HSS of the IOPS network is configured with the related IOPS subscriptions.

1.
The UE attaches to the IOPS eNB and includes its Identity.

2.
The eNB forwards the Attach request to the L-MME.

4.
The L-MME queries the HSS in the macro network with an Authentication Request and the UE identity. The Authentication Request may contain an IOPS indicator to distinguish the request from normal MME queries. Based on the IOPS indicator the HSS is able to distinguish the request from a normal authentication request and can select for the IOPS network the L-HSS ID n in the relevant bits of the Authentication Management Field (AMF) for deriving K_n in the UE. 

5.
The HSS provides an authentication vector for the UE to the L-MME, including K_n and indicating the selected L-HSS ID n in the AMF bits of the AUTN. 


6.
The L-MME updates and stores the authentication information. The L-MME creates and Authentication Request towards the UE, including the RND and AUTN.

7.
The eNB forwards the Authentication Request to the UE.

8.
The UE may use a special IOPS USIM application and derives the AUTN, RES as well as CK, IK for further key derivation.

9.
The UE sends and Authentication Response with the RES value to the eNB.

10.
The eNB forwards the Authentication Response with the RES value to the L-MME

11.
The L-MME authenticates the UE by comparing the RES with the XRES and normal Attach procedure is performed in the following.

End of 1st Changes[image: image2.png]
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